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ABSTRACT

One problem with using chaotic synchronization to communicate is that the
response system is nonlinear, so that any variation in the amplitude of the chaotic driving
signal degrades synchronization of the response system to the drive system. In this work
itisshown that it is possible to design a response system that reproduces a scaled version
of the chaotic driving signa when the drive signal is attenuated or amplified. A simple
communications system is demonstrated to show that thistype of synchronization is
useful, and the effects of noise on the communications system are studied.
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1. INTRODUCTION

Synchronizing of chaotic systems that are coupled by a one-way drivingisa
popular research topic, with much speculation on possible applications to
communications 114 One problem in using a chaotic signal as an information carrier is
the problem of amplitude distortion, or fading. If a chaotic signal is broadcast, for
example, there will be some attenuation between transmitter and receiver. Since the
response system which is driven by the transmitted chaotic signal is nonlinear, changing
the amplitude of the chaotic driving signal will throw the response system out of
synchronization. It is possible to use alinear response system, but this eliminates the
possibility of cascading response systems 3,4 which makes transmitting and detecting
information much easier.

Thiswork shows how to build a simple chaotic system so that the response

system is not sensitive to the amplitude of the driving signal, but is still nonlinear. Itis
also shown that this type of system can still be used to send and receive information.

More detailed results will be reported in alonger paperl5.
2. THEORY OF SYNCHRONIZATION

The theory of the synchronization of chaotic systemsis described in detail
dsewhere 2, so only abrief description isincluded here. We begin with adynamical

system that may be described by the ordinary differential equation
ult) = f(u) ®

The system is then divided into two subsystems, u= (v,w);



v=g(v,w)

W = h(v,w) @)

where v=(u1,...,um), g=(f1(u),...,fm(v)), w=(Um+ 1,...,un), and
h=(f+ 1(u),...,n(u)). The division istruly arbitrary since the reordering of the u;
variables before assigning them to v, w, g, and h is allowed.

A first response system may be created by duplicating a new sub-system w'
identical to the w system, substitute the set of variables v for the corresponding V' in the
function h, and augment Egs. (2) with this new system, giving,

v=g(v,w)
w = h(v,w) . (3)
w' = h(v,w)

If al the Lyapunov exponents of the w' system (asit isdriven) are less than zero,
thenw -w - Oast - .

It is possible to take this system further. One may aso reproduce the v subsystem
and drive it with the w' variable 3 4, giving

v =g(v,w)

w = h(v,w)
W = h(v,w) “
V" — g(V", WI)

If al the Lyapunov exponents of the w', v'' subsystem are lessthan O, thenv' — v
ast - o. The example of eq. (4) isreferred to as cascaded synchronization.

3. AMPLITUDE INDEPENDENT SYNCHRONIZATION

In the cascaded synchronization example of eg. (4), there must be at least one
nonlinearity in the response system. If the amplitude of the driving signal v is changed,
in most cases synchronization will not occur. This would be a problem if the cascaded
chaotic system were used as a communication system where the chaotic signal had to be
transmitted and suffered some unknown attenuation.

To maintain synchronization when the drive signal has been attenuated (or
amplified), the response system must contain scale-invariant nonlinearities, nonlinear
functions f(x) with the property f(Ax) = Af(X) . One class of nonlinear functions that have
this property are piecewise linear functions that have their only breakpoint at 0. A
piecewise linear function consists of two or more line segments. It is also necessary to
include an amplitude-dependent nonlinear function to fold the motion back into a
bounded region.



Since the nonlinear folding function was amplitude dependent, it could not be
included in the response system, so afull cascaded response system could not be built. By
the proper choice of nonlinear folding function, however, it was possible to build a
nonlinear response system that had some of the desirable properties of a cascaded
response system. The nonlinear folding function produces the signal ug which drives the

nonlinear response system. Thisis similar to the work of Kocarev and Parlitz 10 which
the driving signal may be some function of the variables of the chaotic drive system.

4. CIRCUIT EXAMPLE
The chaotic circuit described below fulfills al of the requirements described in the

previous section. The nonlinear folding function is gi(y), while amplitude-invariant
nonlinearities are provided by go(X) and ga(y) . The equations for the circuit are:

% = -a(0.05x +0.05g,(y) +1.47z+0.1S)
dy
— = —q(-0.5x - 0.44 0.147
. a(-0.5x g(y) +0.147y)
% = —a(-0.5g,(x) + z— 0.5w)
dw
+ = —a(—]_O_Oga(gl(y)) + 10.0W)
9/5 -16 g = —2.5y—7.2%
g(y):16<y<16 g =20y 0
B..6 <y g, =-25y+7.2 H
x=<0 g,=0 O
%050 g =452 (5)
y=0 g,=4.5y0
a(Y)

-0 0
¥>0 g,=0 [

where the time factor 0=104 s'1. S represents an information signal that may be injected

into the circuit. Kocarev and Parlitz 10 also used this method to encode information on a
chaotic carrier. Figure 1 is a chaotic attractor from this circuit. The largest Lyapunov
exponent for this circuit was calculated numerically by the method of Eckmann and

Ruelle 16 to be 765 s°1.

The response circuit was driven by a scaled version of gi1(y). The response circuit
eguations were:



Uy = Ag1(Y)

‘L—’; = —a(0.05x +0.05u, +1.472)

dy _

—~ = —g(-0.5x -0.44u, +0.147y)

dt (6)
dz ,

o —a(-0.5g,(x) +z—0.5w)

aw

= ~a(-10.0g,(u,) +10.0w)

where A is ascaling factor that may be greater or lessthan 1.0. The largest Lyapunov
exponent for the response circuit, calculated numerically from eqg. (6), was -1470 s'1,
independent of the value of A.
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Fig. 1 Chaotic attractor from the circuit.

Synchronization of the drive and response circuitsis confirmed in Fig. 2(a), whichisa
plot of y' vsy from the circuit, for A=1.0. When Aisnot 1, y isascaled version of y , as
may be seenin Fig. 2(b), which showsy' vs y when A=0.2. Figure 3 shows the attractor
for the response circuit when A=0.5. This attractor isjust a scaled version of the drive

system attractor of Fig. 1.
5. COMMUNICATIONS

In order to send information from the drive to the responsg, it is not enough
merely to synchronize they and y' signals. It must be possible to determine whether or
not the systems are synchronized by comparing the drive signal uq to they' signal. The
folding function g1 (y) can be chosen so Synchronization may be detected by checking the
value of ug wheny' crosses O; if ug =0 at this time, the systems are synchronized. This
does limit the rate at which information may be transmitted to the average rate at which y'
crosses 0, about 2 KHz for this system.
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Fig. 2. (@) y' signa from the response circuit vsy signal from the drive circuit, showing synchronization,
when the scaling factor A from eqg. (6) is 1.0. (b) y' signal from the response circuit vsy signal from the
drive circuit when A=0.2, showing that y' is a scaled down version of y .
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Fig. 3. Chaotic attractor from the response circuit when the scaling factor A from eqg. (6) is 0.5,
showing that this attractor is a scaled down version of the drive circuit attractor in Fig. 1.

There are many ways in which information may be encoded on a chaotic carrier.
In thiswork, the information is added into the dynamical system asthesigna S in eq.
(5). Thistype of encoding was used because it does not have alarge effect on the
amplitude of the chaotic signal ug, since the response circuit is hot sensitive to changes
in the amplitude of ug. Kocarev and Parlitz 10 have noted that it is difficult to detect this
kind of signal encoding in the power spectrum of the drive signal, and the same effect is

seen here. The form of the information signal was § = 2.0sin(r#|t), where fj, the
frequency of the information signal, ranged from 5 to 200 Hz. The maximum information



frequency was limited by the largest negative Lyapunov exponent of the response system
(-1470 s 1), which governed how fast the response could track a changing drive signal.

In order to detect the information in the chaotic carrier signal ug, the negative-
going zero crossings of the signal y' from the response circuit were used to strobe ug,

generating an detected signal A . Thisis essentially the same process that one would use
to generate a Poincare section, but A (=A (t) ) was used as a 1-dimensional time series.

A low frequency power spectrum for ug when the scaling factor A=1.0 and the
information frequency f; = 30 Hz was recorded. The signal to noise ratio at the
information frequency in the power spectrum of ug was measured by subtracting the
average signal power (in dB) within 2 Hz of f| (not including f; ) from the signal power at
f| . The signal to noise ratio was 4 dB.

A low frequency power spectrum of the detected signal A. when f; = 30 Hz was
also recorded. The signal to noiseratio at the information frequency was 23 dB. When the
scaling factor A was 0.5, the signal to noise ratio at the information frequency was still 22
dB. For asmall enough A, the signal to noise ratio will degrade due to circuit mismatch
and noise.

6. NOISE AND FILTERING

In order to be useful for communications, the response circuit must not be too
sensitive to noise. The two types of noise that were considered here were additive
deterministic noise near the chaotic carrier frequency and low frequency additive noise.

The most difficult type of noise to separate from a chaotic carrier signal should be
asigna from another chaotic system with a similar frequency spectrum. A contaminating

signa ¢ with afrequency spectrum similar to the spectrum of ug may be generated by a
Rossler circuitl? described by the relations:

dé _

T —a(FE+ By +AQ)
d
d—‘f =-a(-&-yp)
d (")
o =-al-g(e) +2)
&Y ¢=3g

W)=Ee-9 e>o

where the time factor o is 104 s1, I is0.05, Bis0.5, A is1.0,yis0.133 and p is15. The

Y signal was added to ug so that the rms amplitude of (¢ was up to 1.4 timesthe rms
amplitude of ug.

When the contaminating signal (¢ was added to ug, an information frequency f of
10 Hz was used. Lower information frequencies improve the signal to noise ratio in the



detected signal A because each cycle of the information signal is avreaged over more zero
crossings of y'. When f; was 10 Hz and the rms amplitude of ¢y was 1.4 timesthe rms

amplitude of ug, the signal to noise ratio of the detected signal A at the information
frequency was 15 dB (with no added noise the signal to noise ratio was 26 dB). The
signal to noise ratio decreased rapidly for larger amplitudes of the contaminating signal. It
is possible to recover the information signal when a contaminating signal is present

because the contaminating signal ¢ is generated by a chaotic system that is not too
similar to the drive system of eqg. (5). The part of the output signal y' from the response

circuit caused by ¢ isnot correlated with ¢, so this contribution will average to zero
(unless the contaminating signal is large enough to substantially alter the dynamics of the

response circuit). This effect has been demonstrated before 18, 19

Low frequency noise has amore drastic effect on information recovery because it
cannot be averaged away. In this case, it can be filtered out, since the chaotic signal uqg
contains little power at low frequencies. An SR-560 preamp set to have again of 1 was
used as a high pass filter that rolled off frequencies below 300 Hz at 12 dB/octave. The
signal ug (with an information frequency of 10 Hz) was passed through this filter before
driving the response system. Thisfilter did not have much effect on uq except that it
removed aDC biasin ug. This could be corrected for in an adaptive fashion by adding a
variable DC bias to the signal used to drive the response circuit and adjusting the biasto
optimize the match betweeny' and thisinput signal (which was afiltered version of ug).
When this adaptive bias was used, no loss in signal to noise ratio for afiltered signal with
an information frequency of 10 Hz was seen; the ratio after filtering vs 27 dB, compared
to aratio of 26 dB without filtering. If no bias adjustment was used, the signal to noise
ratio was 19 dB. Presumably this high-pass filtering is possible because the injected
information signal frequency is mixed with the other frequencies in the chaotic attractor,
so that information is carried in a continuous band of intermodulation frequencies. An
engineering analogy would be shifting up the frequency of an information signal by
combining it in anonlinear fashion with a higher frequency carrier. The chaotic response
circuit then serves as a demodul ator, recovering the information signal.

7. CONCLUSIONS

It has been shown that unknown amplitude variations in the amplitude of a chaotic
driving signal need not be a problem when communicating with synchronized chaos.
There are still other types of distortion that may disrupt chaotic communications signals,
but the incredible variety of nonlinear systems that may be designed suggests that it may
be possible to overcome other problems as well.

It has also been shown that amplitude independent chaotic synchronization may
be used to transmit information, even in the presence of large amounts of noise. Not only
IS communication in the presence of noise necessary for practical use, it also offers some
advantage in shielding signals from eavesdroppers. It has been shown that it is possible to
extract messages from chaotic signals by estimating some part of the message-free
chaotic signal 20,21 Aqdi ng chaotic noise to a chaotic carrier signal might make
estimating the chaotic system dynamics more difficult, making it harder to extract the
message.
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